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Who is affected

Small-scale quantum computers have already been
created by large companies and organisations around
the world. These computers are expanding rapidly, and
the goal of a large-scale quantum computer seems
within reach in the not-too-distant future.

The probability to break RSA 2048 by 2031 is estimated
at 50 %. Complex software solutions and products usually
entail long and arduous product development processes.
Additionally, many industries like automotive, aerospace,
transportation, public and critical infrastructure, design
and produce goods today that will be on the market for
the next 20 to 50 years.

Additionally, symmetric encryption algorithms and hash
functions that are not directly tied to a mathematical
problem are also at risk, as Grover’s algorithm shows.
In this case, the impact is not as devastating as in
public-key cryptography, but the time it takes to break
a symmetric scheme or a hash function through a
brute-force attack or an exhaustive search is reduced
by almost half.
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MTG offers a comprehensive portfolio of state-of-the-art quantum-safe
security products and services
The protection of your data against future decryption by quantum computers is already
possible today with our PQC portfolio. To this end, we have developed a new generation
of MTG products which allow the seamless integration of PQC algorithms.
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The probability to break RSA 2048 by the year 2031
is estimated at 50 percent.

For further information feel free to contact us!
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Another interesting aspect of these industries is their
reliance on pre-orders that are produced now, but
delivered far off in the future (+10 years). These products
will most certainly face the threat of quantum computers.
Consequently, it is essential to plan ahead and integrate
the required protection mechanisms in the design and
production processes that take place today.

MTG is a leading expert for encryption technologies in Germany.
MTG’s IT security solutions effectively secure critical infrastructures
and the Internet of Things (IoT). MTG offers a comprehensive portfolio
of state-of-the-art quantum-safe security products and services.
Working closely with our customers, we integrate PQC into existing
applications and protocols by means of hybrid processes.
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When these computers become available, current
public-key cryptosystems like RSA or elliptic curves will
become insecure. Shor’s algorithm shows how, using a
quantum computer, the prime factorisation of a large
number and the calculation of discrete logarithms can
be done in polynomial time.

PQC
KMS
Centralized Key Management System (KMS),
highly available management and encryption
of both traditional keys
and PQC keys for various
applications

PQC HSM
Integration

PQC
Services

Protection and usage
Seamless integration
of PQC keys for compliance of PQC into existing
with industry standards
customer applications

PQC
Suite
Complete suite of cryptoagile applications (web
server, browser, email,
document signing and
encryption) using hybrid
PQC schemes

Anyone developing long-lived products or who is responsible for highly
sensible data should start getting to grips with PQC today!

